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ITC Status Report

• ITC / WUCON Network Re-configuration
• Credentialing Events Database
• ITC Data Security Policy / 21CFR11 

Compliance
• MINERVA/PEREGRINE
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ITC / WUCON Network Re-configuration

• Re-configuration is necessitated by changes 
in Internet connectivity at ITC.

• ITC to be integrated into WU Radiation 
Oncology secure network (part of WU Clinical 
Operations Network).

• Network security policy at WU (and 
submitting institutions) requires secure 
upload of patient data.
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ITC Internet Functions
1. Email (itc@castor.wustl.edu)
2. Public WWW Servers (ATC, ITC)
3. Digital Data Upload to ITC
4. Secure Data Review (Remote Review Tool)
5. Secure online forms (DDSI, Facility Quest., etc.)
6. Digital Data Download (HTTPS)
7. CMS/FOCAL Broadband Data Review
8. WebSys / Rapid Image Viewer
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Secure Digital Data Upload to ITC
• ITC plans to migrate from FTP to SFTP for data 

submission (SFTP is not the same as FTPS).
• SFTP uses SSH server with restricted accounts:

• Non-interactive login with restricted command set
• Limited file access (user locked into chroot “jail”)

• Broadly available clients
• Windows: Filezilla, WinSCP,  WSFTP (recent versions)

• Linux: sftp, gftp
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Migrating from FTP to SFTP

• Advantages
• Secure transmission of both passwords and data.
• Firewall-friendly: single, outbound connection (TCP port 22) 
• Procedure is the same as for FTP for most users.
• No change needed to existing accounts/passwords. 
• Many institutions already use clients that will work with 

SFTP:  Filezilla, WSFTP (recent versions)

• Concerns
• Integrated FTP submission mechanism in some TPS (e.g., 

XiO) – an alternative submission mechanism for affected 
users is in preparation.
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SFTP Migration Plan
• Test server has been implemented
• Testing with institutional volunteers – Feb 2006

• “Reality check” on submission procedures, firewall policies, 
technical support issues.

• Eight candidate institutions have been identified, 
representing a variety of institutions and TPS.

• Finalize updated submission procedures and notify 
all institutions of change – March 2006

• SFTP server ready to receive data – May 2006 
• Existing FTP server de-commissioned – July 2006
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New FTP Accounts Created in 2005 (202 Total)
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RRT Access Via Citrix
• Internet access to the Remote Review Tool will be 

through the WU Radiation Oncology Citrix server.
• Requires download of free Citrix Presentation Server 

Client (available for Windows, Mac OS X, Linux, etc.)
• RRT runs on web browser on Citrix server at WU.
• Behavior (and responsiveness) of the tool under 

Citrix is essentially the same as with a local browser.
• Printing images, DVHs requires access to reviewer’s 

local printer (currently in testing). 
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CMS/FOCAL Access Via Citrix
• Review Features

• Multi-modality image fusion (PET/CT, MR/CT, etc.)
• 3D Plan review

• Data Import
• DICOM RT / RTOG Data Exchange treatment planning data 

imported via ITC software
• DICOM images files (CT, MR, PET) imported directly into 

FOCAL
• Reviewer Access

• ITC Citrix Server gives ITC users access to FOCAL tools.
• Internet access to selected users via WU Rad Onc Citrix 

Server is a work in progress.
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ITC QA Events Database

• Track dates and 
status of QA 
process steps 
performed at ITC

• In use since Jan 
2005.
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Credentialing Events Report

Example:
QA Events 
Report for 
RTOG 0413
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ITC Credentialing Events Database
• Sequence of credentialing steps per protocol 

(e.g., for NSABP B-39/ RTOG 0413)
1. Start
2. Digital data submitted
3. DDSI submitted
4. Color isodoses submitted
5. All data received
6. Digital data review ITC
7. Sent to RPC for review
8. ITC process complete
9. Finished

• Status (success/failure)
• Date
• Comment
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ITC Data Security Policy
• Standard Operating Procedures

• Processing of protocol case and credentialing data
• Computer system management

• Software Validation
• Test data sets
• Test plan, execution, results

• Auditing (work in progress)
• Risk Assessment

• Backup, network security, disaster recovery
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ITC Standard Operating Procedures
• Data Processing Draft Procedures

• Processing incoming FTP data
• Moving FTP data to working directory
• Copying data from submitted CD
• Copying data from submitted tape cartridge
• Extracting RTOG/DICOM TP data
• Calculating DVHs
• Chart setup for new protocol/credentialing case
• New case registration in QA database
• Creating backup CD for submitted data archive
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ITC Standard Operating Procedures (2)

• Computer System Management Procedures 
– Work in Progress
• Creating new FTP account
• Changing FTP account password
• Creating RRT account
• Changing RRT account password, review 

permissions
• Rotating backup tape cartridges
• Performing full backup of ITC software and data
• Restoring data from backup tape cartridges
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ITC Software Validation

• Digital Data Import Software
• Test suite (format specific)

• Historic data (compare data imported by existing and 
new software versions)

• Problem data (demonstrate correct import with new 
software version)

• Formal report identifying changes in software, 
data used for testing, signed by developer and IT 
director.
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ITC Software 
Validation (2)

Promotion Report 
for read_dicom
software (imports 
DICOM TP data 
into CMS format for 
RRT review) 
version 1.100 –
12/9/2005
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ITC Risk Assessment –
Currently in Review
• Digital Data Backup

• RAID file storage
• Disk-to-disk backup
• Incremental tape backup
• Complete backup of software and data

• Network Security
• Currently in review as part of WU Clinical Operations 

Network re-configuration
• Disaster Recovery

• Off-site storage of backup media
• Off-site backup server(s) – work in progress
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Preliminary Timeline for Documenting ITC 
Data Security 

• 4/30/2006 – Completed draft documents
• Standard Operating Procedures
• Software Validation

• 6/30/2006 – Risk Assessment draft document 
complete

• 10/31/2006 – Audit draft document complete
• 12/31/2006 – Data Security Plan in place
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