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ITC / WUCON Network Re-configuration
Credentialing Events Database

ITC Data Security Policy / 21CFR11
Compliance

ATC Compliant Treatment Planning Systems
IHE-RO Effort
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ITC / WUCON Network Re-configuration

Necessitated by changes in Internet
connectivity at ITC.

ITC Is now part of WU Radiation Oncology
secure network, part of WU Clinical
Operations Network (WUCON).

Opportunity to Iimplement secure upload
(SFTP) of patient data.
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ITC WUCON Transition Timeline

DATE
Jan
Feb

Apr
May 23
May 27-29

July

MILESTONE
Network transition plan developed

SFTP server testing with institutional volunteers

* “Reality check” on submission procedures, firewall policies, technical
support issues.

Ten clinical physicists (representing a variety of institutions and TPS)
were invited to submit data using prototype SFTP server.

* Seven submitted data and reported on their experience.
* No significant problems reported.

Submission procedures updated

Broadcasts to RTOG, NSABP institutions and on ATC web site

New ITC mail server / ATC web server installed

New SFTP server / RRT server installed; ITC desktops and
internal servers migrated to WUCON

Existing internet connectivity to be disconnected
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Anticipated Issues

 Replacement for FTP clients on TPS platforms
* Integrated FTP submission mechanism in TPS (XiO)
e Command-line client on TPS platform (Pinnacle)

* Users
e Acquire and configure SFTP clients

* Make workflow changes in data submission

e Manufacturers
* Provide alternative SFTP client software
* Help with alternative workflow and submission procedures




g @feAdvancedT

b

chnologyConsortium
and data management for radiation therapy clinical trials

Information Provided on ATC Web Site

3 Changes in Uploading Digital Data to ITC - Microsofi internet Explorer

[

3 Bt

Bt Wew  Fgeorites

SFTP server name
(ITCsubmit.wustl.edu)
and IP address.

-

&1 btp el wmd

Took  Help

S wyme e SE TR REmI

Washington University School of Medicoine

Links to open-source
SFTP client software

MEMBERS

Configuration guide for

SFTP clients

Instructions for users
of specific treatment
planning systems.

Secure Ugload 1o
ITC Pinase feail

HCH MR Lutter
Digétal Diata Sub

mission [DO51]
Dinkine Farm

Oncology Liroup
[RTOG)

Radizlegical Phyics
Ceninr [RAT)
Resomrce Cantod far

[rserging
Technalogies (REET)
| Sepported by the

in.u_-; Cancer
| Ingtitule

CRECENTIALING PROTOCOLS PUBLICATIONS RESOUACES HOME

Changes in Uploading Digital Data to ITC urpaTED (sr12/06)

Changes in ITCs netwerk configuration have necassitated a transition from FTP to Securs FTP for all
protocel participants uploading digital dara to the ITC Secure FTP (SFTP ) uses the 55H network protocol
and offers several advantages over FTP, including secure (encrypred | transport of usernames
passwords, and data. and compatibility with most firewall configurations

Please note

The ald ITC FTP sarver icastar wustl adu) is no longer in service A1l nerwork digital data
subrmisions to ITC must use the new, Secure FTP server, ITCsubmit wustl edu (P address
128,252 17 871

Uzer names and passwords for SFTP are the same as these used for FTP

Instruc thons for configuring SFTP clients (WS FTP Pro, Fillezilla, WinSCP3, and Linux sftpj
UPDATED i6/14/06)

For many users. the SFTP upload procedure 15 essentially the same as for FTP. except that a new
SFTP elient may be nesdad SFTP client saftware both commercial and apan-saures 12 braadly
available Windows clients include W5 _FTF Professional (commercial ), FileZilla (freefopen-source )
and 'WinSCP {free/open-source b For Limoe systems, borh graphical {gfyp ) and command-line {sfip |
programs are included with most distribution:

Instructions for Specific Treatment Planning Systems are linked below
o CMSAU0 SFTP Submission of RTOG Files n C4S IO MEW (5/25/08)
o Philips/Pinnacle - Contact Philips support for kelp in installing command-line SETP client

Flease direct questions regarding this trancivson to Walter Bo<ch (incicastor wustl edu)

o] i mekore. weus . wdu)
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Secure Web Server

Currently shares hardware with SFTP server

Distinct hostnames will allow future move to separate
hardware, if necessary:

e ITCsubmit.wustl.edu — SFTP
e |ITCreview.wustl.edu — HTTPS (RRT, etc.)

New secure certificate for ITCreview.wustl.edu
Supports

e Remote Review Tool

* Online Forms (DDSI, Facility Questionnaires, JCOG Data
Submission Form)

e Secure Download of Digital Data




/ANAf{ @=e AdvancedT

11 ’mi‘hmﬁu radiation therapy clinical trials

Remote Review Tool

New URL: https://itcreview.wustl.edu/Review/RRT/rrt.ntml
(Use link on Resources page of ATC web site.)

The ITC Remote Review Tool has been implemented with a
new architecture:

e Secure web server in network DMZ (public IP address, limited
network ports)

e Data server (NFS) in private network

Minor issues in current configuration
* Data cache on web server (~30s delay for copying data on first
access only)

* Importing user-edited contours for general use requires manual
intervention.

Please wait while data files are
copied to the RRT server.
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Access to CMS/FOCAL Via VPN

e CMS/FOCAL is being developed for
e Multi-modality image fusion (PET/CT, MR/CT, etc.)
3D Plan review

 Data Import

e DICOM RT /RTOG Data Exchange treatment planning data
Imported via ITC software

DICOM images files (CT, MR, PET) imported directly into
FOCAL
 Reviewer Access
e |ITC Citrix Server gives ITC users access to FOCAL tools.

 Work is in progress to provide access for selected users via
WUCON VPN.
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Remaining Network Issues

e |TC Access to ATC Review Workstations

e QOutgoing network connections from ITC now
originate from different IP addresses.

e Access to workstations at RTOG, QARC has been
restored.

* Problems remain in connecting to workstation at
RPC.
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| essons Learned

Broadcasts sent by RTOG and NSABP reached institutions, but
not necessarily the people responsible for maintaining data
submission (physicists, IT personnel).

Untested assumptions regarding the consistency of features in
software led to difficulty in re-engineering network connections.

Network performance and reliability have improved substantially
since May 27. Minor issues remain and are being addressed.

ITC is receiving good support from WU and RO department
networking personnel, but is substantially more dependent on
them to diagnose problems.

This network transition has been costly in ITC effort in the short
term.
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New (S)FTP Accounts Created in 2005-2006 (304 Total)

H

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar Apr May Jun
Month
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ITC QA Events Database

* Track dates and Ercaeas

status of QA QA Events
rocess steps
performed at ITC

n use since Jan
2005 . EH N Data. Inventory Completa

tih
tih

Modified by haynes
bodified date 1772005 1:25:16 Phd

n 04122701




Institution

Event Tracking by Case for 0413

Data Rev'd DVA Sent

Cases

PI Sent

& Dry Runs

PI Done

Example:

QA Events
Report for
RTOG 0413

[

WMBH

UCOLHS

WMBH-Tr

WMBH
AOS
WMBH
WMBH
A0S
CONHNH
WMBH
WMBH
WMBH
DMCSPC
WMBH
MKDOGD

WMEH

UAB
BRYNPA
Wal

ROSPRK

Wednesday, January 11, 2006

22005
4112005
411512005
4/28/2005

SI5/2005
SM22005
SM22005
SMTI2005
SMTI2005
SI20M2005

GI2/2005
SI20i2005
SI27I2005
5202005
S25/2005
61052005

63/2005

E/MDI2005

BI7I2005
E/110/2005
B/8/2005

EM4/2005

312912005
4/11/2005
41192005
41292005

/52005
SME2005
SM62005
SM72005
SM 72005
51232005
5252005
S/23/2005

612005
GI16/2005
51252005
6102005

G/B/2005

G/10/2005

GI72005
6102005
G/312005

B15/2005

312972005
411172005
412072005
4/29/2005

562005

51812005

(1712003
S/M972005
52372005

6/2/2005
512372005
513172005
B/16/2005
5/26/2005
61072005

B/62005

8/24/2005

B/8/2005
61072005
6/5/2005

6152005

328/2005

41112005

420/2005

42812005

S6/2005
SM6/2005

2512005

SME/2005

SM82005

SZ32005

122005

232005

11/2005
B/24/2005
27/2005
A/13/2005

BIB/2005

8/24/2005

E/8/2005
G10/2005
E/B/2005

Bi15/2005

m
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ITC Credentialing Events Database

* Sequence of credentialing steps per protocol (e.g., for
NSABP B-39/ RTOG 0413)

Start
Digital data submitted Credentizling
DDSI submitted " Dt
Color isodoses submitted
All data received Protacal
Digital data review ITC R
Sent to RPC for review
ITC process complete

Start 1/5/2005 began

~ Finished Digital Data Submitted 12/5/2005  pass
DDSI submitted 12/8/2005 pass

o I Color isodoses submitted 12/8/2005 pass
Status (SucceSS/fal I u re) All Data Received 12/8/2005 done
Digital Data review [TC 12/9/2005 pass
¢ Date Sent for Review RPC
ITC process complete

= Com ment Finished

-
Credential Event

‘Washington University
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ITC Standard Operating Procedures

 Anna Eccher joined ITC staff in April 2006 as
Dosimetry Data Coordinator.

e She working with Roxana Haynes to learn
data processing procedures and Is reviewing
and revising SOP documents as she learns
the procedures.
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ITC Standard

—

9 WebHome < ITCSOPs < TWiki - Microsoft Internet Explorer

O pe ratl n g Fle Edit Wew Favorites Tools Help Lirks N ‘Ei J!
Procedures T
ITCSOPs You are here: TWiki = o ITCS0OPs
. Mo Web > WebHome 2 : :
ITC internal Wiki Hello Waler Bosc Eoit [y [ et | o
used to maintain Creat | .
e ITC Standard Operating Procedures
SOP documents.
e Data Processing — 5 General Data Processing Procedures
Procedures o ITCSOPs Web
) General g g?g&é; > ¢+ New Patient Reqgistration
£ Index e Transfering Incoming Data
prOCedUI’ES fOI‘ Q Search ¢ Copying CD Data to Work Directory
- Ejh?r;ge? ¢ Processing Incoming Data
a.” prOtOC()lS ;, Sfa#ilsi?céons s+ Processing t'lunhu,u
» Preferences e Processing Plan Information *
(Complete) e Calculating DVHs
¢ Importing Contour Changes
PrOtOCOI_ W?‘?ESOPS ¢ Reading Tapes
i : e SAMO Backup - Archiving Submitted Data
SpeCIfIC g:rlwrgibox ¢ Scanning Films
procedures TWiki e Sending Email
. ¢ logging Problems
(work in
¥ Work in progress (WRB, 6/13/06)
progress) v
8P Internet
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ITC Standard 4.0 Procedures

O pe ratl n g 4.1 Case registration is sent via email from the cooperative group.
P roced u reS e Print a copy of this email for the case chart.

4.2 Locate ITC Code for Institution entering case.

° Example: 4.3 Log case registration into ITC QA Database.
Reglstratlon Of 1. Use study number, e.g. 0413 and Click on box SELECT NEW CASE

2. Enter the following case attributes:

NEW Case |n Protocol case number

Patient initials

ITC Database 2 Physician name

ITC code for Institution entering case
Registration Arm of Treatment

and Chart

4.4 Prepare a study folder to contain the case chart.

+ Use appropriate folder, e.g. Hot Pink used for 0413.

e Print an adhesive label and attach it to the folder. Use the format *0413c0024*, where
0 0413 is the protocol number,
o ¢ signifies case (separates protocol and case numbers), and
© 0024 is the case number.

4.5 Log case registration into the ITC Event tracking database.

Make sure to designate the case as Rapid Review or Timely Review, as appropriate.
4.6 If this case is a Rapid Review (an Institution's first case on a given
treatment modality), send the following or similar note to the Institution via

email:

"You have registered a case on B39/0413 which is the first case registered by your
institution for the modality you are planning on using for this patient. Please note that this




AT: A _t_f_;_r cec rr’ﬁnnlngyl:nnsnrt:lum

Timeline for Documenting
ITC Data Security

e 5/30/2006 — SOP draft documents

e Standard Operating Procedures
e Software Validation

7/30/2006 — Risk Assessment draft document
complete

10/31/2006 — Audit draft document complete
12/31/2006 — Data Security Plan in place
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Treatment Planning Systems Treatment Modality

Exchange

Format 3nDCRT IMRT DIEE IR Protons

ATC Compliant § ._

Vendor System Version Brachy Brachy
Treatment CMS Focus/XiO 3.1 R v v v
P | an n | n g Flekta RenderPlan R 7

3D

SyStemS PrecizePlan 2.01 D e v

(as of June 22, 2006) RIS = s
Nucletron Helax TMS R v v

TheraPlan
Plus

PLATO RTS 2.62

_ PLATOBPS  14.2.6
D = DICOM RT Objects

=B~ B~
<

Philips Pimacle’

LS

= RTOG Data AcqPlan 4.9 R
Exchange Format Rosses Strata Suite 4.0 R o
Medical CTPlan '
RTek PIPER 2.1.2 R v
Ll L BrachyVision _6' ! D v
- (Build 7.1 67)

Eclipse 7.1 D v v

VariSeed
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ITC Work With Vendors/Users
Toward ATC Compliance

CMS XIO 4.3.1 was released in early June; this version has DICOM
export which was Vendor Complete as last tested. No data from a
clinical site has yet been received by ITC using XIO 4.3.1 DICOM
export.

Simuplan TPS (Simuplan, S.L.), a MAC based TPS for
MammoSite®, submitted DICOM test data 11May2006 (CT, RS,
RP, and RD). Only the CT was readable by the Merge library.
Simuplan asked for more specifics, but Dr. Matthews has not yet
been able to follow-up because of his focus on WUCON
reconfiguration efforts.

ITC has received TomoTherapy Hi-Art digital data from UC Davis
using Tomo Research Workstation and is reviewing for ATC
compliance.
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IHE-RO Technical Committee Meeting
April 24-28, 2006 at ITC, St. Louis, MO

* Topics addressed

 Review of Draft Transactions Document for 2006
demonstration

e Plans for 2006 Connectathon and Test Tools

e Scope of Work for 2007
Extension of RT Plan object (IMRT, electrons)
Image registration
Treatment delivery scheduling
Data Retrieval (DICOM Query/Retrieve) for RT objects




